CyberStreet detailed network description.

Main Internet connection

Our primary Internet connection is via a microwave full duplex DS-3 from T3 communications three blocks away. It is feed into HSSI1/0 on the Cisco 7206 router Tintagel.

Public address allocations

204.145.237.0/24

This address is space was taken over by us when we absorbed TnTonline Inc. It is a directly allocated Class C address block directly from ARIN. It is used primarily for our server center downtown. A wireless access point (Venus) links this to our old building a block away and to two other customers. It is feed off of FastEthernet 4/0 on our core router Tintagel.

68.68.205.0/24

This blocked is allocated to us from T3 Communications. It is used for our wireless network. The first quarter (/26) is split and the upper half is used for core wireless network and the bottom is used for our home office network. The next block (68.68.205.64/26) is used at Pointe Royal (codename Jupiter). The next (68.68.205.128/26) is used at Sunset Towers (Codename Saturn). The last two are split and the first (68.68.205.192/27) is used at DiamondHead (codename Neptune) and the last (68.68.205.224/27) is used at Point Estero (codename Pluto).

68.68.204.128/25

This class C is split in four parts. The lower quarter is used in our downtown network center and share physical connectivity with the 204.145.237.0 block. Some CyberStreet Server have ip addresses in both blocks in case one of the two blocks experiences routing problems.  These ip are also used for co-located servers. The rest is subnetted as follows:

68.68.204.65/27 unused

68.68.204.96/30 Internetwork Wan (Point Estero-DiamondHead)

68.68.204.100/30 Internetwork Wan (Unused)

68.68.204.104/29 Inetnetwork Wan (Richards building)

68.68.204.112/28 Pelinet Co-Located servers

68.68.204.128/28 Sunstream DiamondHaed

68.68.204.192/26 Tarpon Point (codename Uranus)

68.68.204.224/26 Unused

Private shadow IP networks

Each LAN segment on CyberStreet has in addition to the public IPs assigned to it, a private class C for administrative interfaces and for assigning IPs to CPE, Ethernet switches, power controllers and other systems not requiring Internet access so as to secure these systems and conserve public IP space.

172.16.5.0/24 CyberStreet Home Office (Eris)

172.16.13.0/24 DownTown Main CyberStreet data center

172.16.23.0/24 Core Wireless network

172.16.42.0/24 Point Royal (Jupiter)

172.16.44.0/24 DiamondHead (Neptune)

172.16.45.0/24 Point Estero (Pluto)

172.16.46.0/24 Sunset Towers (Saturn)

172.16.47.0/24 Tarpon Point (Uranus)

Main CyberStreet Network

The server room at CyberStreet is connected via FastEthernet4/0 on Tintagel. It has three ip addresses 204.145.237.1, 68.68.204.1, 68.688.204.113, 172.16.13.1. This interface connects to Ethernet switch Ceres.

Tintagel

This is our core router. It is a Cisco 7206 with a CPE-200 processsor with 128Megs of RAM. It provides our main link to the Internet via a full duplex 45Mbps microwave DS-3. It has three fast Ethernet ports, 8 standard Ethernet ports and one HSSI port. The Microwave link is composed of an indoor and outdoor unit on our roof and on the roof of T3 Communications. In both cases the indoor and outdoor units as connected to each other via LMR-240 50ohm coax cable. In our data center the output on the indoor data unit is feed through a DS-3 DSU/CSU and from it's HSSI port to the HSSI port on the router.

Ceres

This is the core switch on the network. Other networks and switches connect to it. It also has several vlans on it.

Vlans

1 Main LAN – 204.145.237.0 and 68.68.204.0 networks.

3 Richards building and Landmark building customer LAN

4 HcHale co-lo LAN

5 Main wireless core LAN

Pallas and Hygeia

These switches are connected via Ceres to the main router Tintagel and are where most CyberStreet and co-lo servers are connected.

Vesta

This is a VDSL switch that connects customers in the Richards building to the network. It is located in the third floor mens room equipment closet (phone line demarc)

Mercury

This is the main connect to the bulk of CyberStreet's wireless network. It is a Trango Atlas-45 with a ARC wireless 23dbi panel antenna and feeds to network to Point Royal. It is located on the roof of the Richards building. It operates in the 5Ghz band.

Mars

This is the wireless AP/bridge that connects the Landmark building. It is a Cisco 1200 series AP with a 5Ghz module/radio and a 23dbi panel antenna. It is located on the inside roof of the Richards building.

Venus

This is the wireless AP/bridge that connects to our old office and a customer there. It is a Cisco series 1200 AP/bridge. It is using only the attached 2.2dbi “duck” antennas. It operates in the 2.4Ghz band. It is located in the window of our server room.

Makemake

This is the radio Venus connects to located on our old office. In addition to connecting our customer in our old space it also acts a repeater for two other downtown customers. It is a Cisco series 1200 AP/bridge. It is attached to an 8dbi omni antenna and operates in the 2.4Ghz band.

CyberStreet Servers

Excalibur

This is our oldest (in name and function at least). It is a Web server running Windows Server 2003 and IIS. It has many very old websites on it (many derelict). It also has some legacy scripts. One web page counter has been in use counting in on some websites since 1995! It is our only web server running Windoz.

Nimue

Our primary legacy Apache web server. It has more websites on it then any other single server we have. It also functions as our primary DNS server and radius server for our remaining dialup accounts (around 40). Due to Microsoft Frontpage compatibility requirements it is running Apache 1.3. MRTG also runs on it to track bandwidth utilization on datacenter switches and routers. Most new sites are not placed here due to a lack of unified web based control panel.

Webpage content is located in /http, config files for apache in /conf and DNS config/zone files in /var/named. Radius users and config are in /usr/local/etc/raddb.

This server also has a DDS4 DAT tape drive used to backup it's files and files from other servers. Hardware is Dell PowerEdge 2500 with a 6 disk raid array and 2 1.26GHz CPUs. OS is Linux Slackware ver 11.0.

Rhiannon

This is our second legacy Apache server. It also functions as our secondary DNS server. It also run Apache 1.3 for Frontpage compatibility Directory structure is the same as Nimue. Hardware is P4 and standard IDE hd.

Pegasus

This is our main email/pop3 server. It houses email accounts more most legacy web sites hosted on the prior three servers as well as those for cyberstreet.com. It is running Vopmail software from Vircom. It's OS is Windows server 2000. It's hardware is an HP e800 with dual 1.4GHz P3 CPUs and SCSI Hds.

Leviathan

This server provides email virus and spam filtering for our core domains (cyberstreet.com, tntonline.com, ruraltek.com and rtkonline.com). Software is Sendmail,  MailScanner and SpamAssassin. Files for config are contained in /etc/mail. Hardware is Dell PowerEdge 2600 with dual 2GHz Xeon CPUs.

Grael

This is similar to Leviathan. It provides virus and spam filtering for most other domains hosted on the above web servers. Uses same software as leviathan. Hardware is Dell PowerEdge 750 with a single 2.8GHz Xeon CPU.

Prometheus

This is our VOIP PBX. It is running PBXinaFlash which uses centos. It's hardware is an HP 2.4GHz P4.

Valhalla

This is our oldest integrated hosting system. It is scheduled for shutdown within the next 6 months. It is running FreeBSD and Plesk hosting software. Hardware is Athlon CPU.

Goliath

This is our current integrated hosting platform. It is running Debian linux and DirectAdmin control panel software. Hardware in Dell Poweredge 2600 with 6 disk RAID array. Dual 2.4GHz Xeon CPUs. This server also has a LTO-1 200GB tape backup drives for offline backup.

Alexandria

This is an experimental server used for customer backup storage. It is also running Dspace archiving software. This server also functions as our main NTP server (network time protocol). It is a Dell Poweredge 750 with 2 250GB SATA hard drives.

